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The Rise of Smart 
Threats
How AI is Changing Ransomware and 
Social Engineering
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Agenda

“1. Introductions
2. AI Fundamentals
3. Applications of AI in healthcare
4. AI regulation
5. Risks of using AI in your business
6. How threat actors could use AI in each phase of a cyber attack
7. Cyber insurance
8. Questions
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Story Time
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AI Fundamentals

Artificial Intelligence
Simulation of human intelligence by machines

Machine Learning
Leverages data to learn and improve performance without 

explicit programming

Deep Learning
Uses artificial neural networks with many layers to process 

complex data

Generative AI
Creates entirely new data (images, text, audio) 

resembling existing data 



©
 2024 M

3 Insurance —
CO

N
FID

EN
TIAL —

D
O

 N
O

T REPRO
D

UCE O
R D

ISTRIBU
TE

5

Some AI Use Cases

• Natural Language Processing (NLP): Enabling machines to 
understand and respond to human language.

• Deep Fakes: Creating realistic but fake media content.
• Image Recognition and Classification: Identifying and categorizing 

objects within images.
• Speech Recognition: Converting spoken language into text.
• Recommendation Systems: Suggesting products, content, or services 

based on user preferences.
• Predictive Analytics: Making forecasts based on historical data.
• Computer Vision: Interpreting and understanding visual information.
• Sentiment Analysis: Determining the emotional tone behind text.
• Chatbots and Virtual Assistants: Automated systems for interacting 

with users.
• Fraud Detection: Identifying fraudulent activities in transactions.
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AI Implementation Approaches
• Public/Consumer Offerings

• Free or paid tiers of ChatGPT, Google Gemini, 
Microsoft Copilot, and others

• Enterprise Services
• Managed, hosted service customized to your 

organization
• Allows further control of training data and data 

privacy controls
• Private Deployments/On-Premises Solutions

• Deploy your own instance (on hardware or in a 
private cloud)

• Ensures maximum data privacy by keeping data 
within your environment
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AI Still Has a Ways to Go



©
 2024 M

3 Insurance —
CO

N
FID

EN
TIAL —

D
O

 N
O

T REPRO
D

UCE O
R D

ISTRIBU
TE

8

Applications of 
AI in Healthcare
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Applications of AI in Healthcare

1. Diagnosis
2. Drug discovery and development
3. Administrative efficiency
4. Patient quality and safety
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Diagnosis
• AI is effective at image 

recognition, which makes AI 
particularly well suited to 
specialties such as radiology

• In some cases, AI is 
outperforming humans

• Potential obstacles
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Drug Discovery and Development
• Biopharma can benefit immensely from AI due to the inefficient nature 

of the industry.
• Drugs will be designed rather than being discovered
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Administrative Efficiency
• Admin is a cost driver and a leading factor in provider burnout.
• Epic is working on a tool that will auto generate notes from 

provider/patient conversations.
• Epic is also working on a tool that will draft responses to patient 

messages.
• Operating room optimization.
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Patient 
Quality and 
Safety
• AI can be used to 

predict major adverse 
events such as sepsis.
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AI Regulation
• The October 2023 executive order from the Biden Administration
• The Artificial Intelligence Act passed by the European Parliament
• Similarities and differences between the two
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Risks of using of 
AI in Healthcare
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Risks of Using AI in Your Business
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Data Leakage Risk
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Bias Risk
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AI Makes Mistakes
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AI Lies
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AI Washing
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AI’s Impact on 
Cyber Attacks
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Generative AI has massively 
democratized computing to 
improve adversary operations. 
It can also potentially lower the 
entry barrier to the threat 
landscape for less sophisticated 
threat actors.

CrowdStrike Global Threat Report 2024



©
 2024 M

3 Insurance —
CO

N
FID

EN
TIAL —

D
O

 N
O

T REPRO
D

UCE O
R D

ISTRIBU
TE

24

Anatomy of a Ransomware Attack



©
 2024 M

3 Insurance —
CO

N
FID

EN
TIAL —

D
O

 N
O

T REPRO
D

UCE O
R D

ISTRIBU
TE

25

Identifying Targets and 
Reconnaissance
• Purposeful Targets

• Work to intelligently correlate 
and mine large data sets –
“Cell phone numbers of 
people likely to be patients of 
X regional hospital”

• Targets of Opportunity
• Broad scanning – “Check Point 

firewalls that have not been 
patched against the 
vulnerability released in May, 
2024”

• Blind phishing/smishing
• Mining social media
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Gaining Access -

• Vulnerabilities
• Credential Attacks
• Social Engineering
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AI Enabled Social Engineering
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Password Guessing/Password 
Spraying
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Persistence
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Defense Evasion
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Privilege Escalation, Lateral 
Movement
• Smarter malware to evade antivirus 
• Smarter malware to quickly and automatically find 

weaknesses and paths through the network 
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Command and Control

• The attacker still needs to direct the malware
• Creates an opportunity to block the attack at the laptop and 

at the network perimeter
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Data Theft, Exfiltration, Covering 
Tracks
• Smarter malware to identify and collect sensitive data 
• Smarter malware to identify and manipulate audit trails 
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Data Encryption
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How to Protect From Emerging 
Attack Techniques
• Layered best-practice controls

• Multi-factor authentication
• Patch management
• System hardening
• Centralized anti-virus or EDR
• Next-generation firewall
• Account and password security

• Control testing (including vulnerability assessments and penetration 
testing)

• Reputation and dark web monitoring
• Employee awareness/social engineering exercises
• Transfer risk using cyber insurance
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Cyber Insurance
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The Insurance Industry and AI
• From a coverage perspective, the industry has largely taken a wait 

and see approach.
• One insurance company has issued an affirmative AI endorsement.

• The endorsement expands the definition of security failure and 
data breach to include an AI security event.

• The endorsement also expands the trigger for a funds transfer 
fraud event to include fraudulent instruction transmitted 
through the use of deepfakes or other AI.

• How does your policy define social engineering?
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Reasons why you 
need a cyber 
policy
• Claims service
• Coverage

• Ransomware sublimits
• Business interruption 

coverage
• Dependent business 

interruption coverage
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Top Take-Aways
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Top Take-Aways

• Plan for business impacts of AI
• Address AI in security policies
• Educate employees
• Review and evaluate your IT and cybersecurity posture

• Test cybersecurity controls 
• Risk and vulnerability assessments
• Penetration testing
• Business continuity and incident response exercises

• Review your cyber insurance policy to ensure you have the 
proper coverage

• Social engineering coverage
• Other restrictions and limitations
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Questions?


